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Applying  the  Domains  of  Conflict  to  Information  Operations 

Abstract 

Military  information  operations  (10)  are  about  information  and  its  use  as  a  means  to  fight  an 
adversary.  Fundamental  to  the  use  of  information  as  a  military  eapability,  or  perhaps  even  a 
weapon,  is  an  understanding  of  the  information  environment  and  its  utility  to  armed  forces. 
However,  several  key  concepts  underpinning  the  conduct  of  military  operations  in  the 
information  environment  are  too  abstract  for  practical  application  by  operational  and  tactical 
level  armed  forces.  As  a  result,  commanders  and  staffs  frequently  relegate  activities  to  affect  the 
information  environment  to  the  realms  of  the  esoteric  or  impractical. 

Recent  work  conducted  by  the  Department  of  Defense’s  (DoD)  Command  and  Control  Research 
Program  (CCRP)  provides  a  useful  basis  for  visualizing  the  structure  and  characteristics  of  the 
information  environment.  Of  particular  utility  is  a  model  that  describes  three  domains  of  conflict 
-  the  physical,  information,  and  cognitive.  Initially  used  to  describe  decision-making,  this 
model,  when  combined  with  the  two  primary  views  of  information  -  information-as-message  and 
information-as-medium  -  provides  a  useful  framework  for  describing  how  information  can  be 
used  to  support  military  operations. 

To  execute  an  information  operation,  a  military  force  conducts  activities  to  affect  and  protect 
information  systems  and  networks  in  the  physical  domain.  These  actions  are  synchronized  to 
affect  information  content,  flow,  and  use  in  the  information  domain.  The  result  is  an  information 
advantage  that,  in  turn,  generates  effects  to  influence  adversary  and  other  organizations’ 
decision-making  in  the  cognitive  domain  and  subsequent  actions  in  the  physical  domain.  In  sum, 
these  cognitive  and  physical  effects  provide  an  operational  advantage  (i.e.,  information 
superiority)  at  a  specific  time  and  place  to  the  friendly  force. 

This  paper  explores  the  relevance  of  the  CCRP’s  three-domain  model  to  military  10.  By 
applying  the  model  to  the  doctrinal  concepts  of  information  environment,  information 
superiority,  and  information  operations,  a  view  of  10  emerges  that  field  commands  can  use  to 
convert  doctrinal  concepts  into  practical  action.  Recent  experiences  by  ground  forces  during 
exercises  and  contingency  operations  demonstrate  that  this  approach  to  understanding  the 
information  environment  is  understood  readily  by  commanders  and  staffs. 
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Introduction 


Although  the  U.S.  military  recognizes  the  existence  of  the  information  environment  and  its 
importance  to  armed  conflict,  many  operational  and  tactical-level  commands  have  difficulty 
grasping  the  role  and  use  of  information  in  defeating  the  adversary.  The  reason  may  very  well  be 
that  several  key  aspects  of  operations  in  the  information  environment  are  too  conceptual  for 
commanders  and  staffs  engaged  in  the  immediate  needs  of  day-to-day  activities. 

To  employ  information  as  an  element  of  combat  power,  warfighters  need  a  concept  of 
information  operations  (10)  that  fits  into  their  doctrinal  framework  of  the  operating  environment 
and  military  operations.  The  challenge  then  is  to  present  a  straight-forward  view  of 
information’s  utility  as  a  resource  to  fight  the  adversary  and  as  a  medium  in  which  military 
forces  operate. 

Information  operations  as  currently  defined  by  the  Department  of  Defense  are  “actions  taken  to 
affect  adversary  information  and  information  systems  while  defending  one's  own  information 
and  information  systems.”^  In  more  practical  terms,  an  information  operation  consists  of 
activities  to  impact  the  content,  flow,  and  use  of  information  within  a  specific  geographic  area  in 
order  to  gain  an  operational  advantage  over  an  adversary. 

This  paper  applies  the  theory  of  the  three  domains  of  conflict  as  described  by  the  Department  of 
Defense  (DoD)  Command  and  Control  Research  Program  (CCRP)  to  the  concepts  of  information 
environment,  information  superiority,  and  information  operations.  In  so  doing,  the  paper 
attempts  to  present  an  explanation  of  10  that  has  practical  utility  to  operational  and  tactical 
forces. 


The  Domains  of  Conflict 

In  its  publications  Understanding  Information  Age  Warfare  and  Effects  Based  Operations,  CCRP 
describes  what  it  calls  the  “domains  of  conflict.  Developed  primarily  as  a  way  to  explain  the 
process  of  decision-making,  the  three  domains  of  conflict  -  namely  the  physical,  information, 
and  cognitive  -  can  also  provide  a  general  framework  for  explaining  how  information  affects  the 
performance  of  military  operations.  In  brief,  CCRP’s  description  of  the  domains  is  as  follows: 

•  The  physical  domain  is  the  real,  tangible  world;  the  environments  of  land,  sea,  air,  and  space. 
“It  is  the  domain  where  strike,  protect,  maneuver  take  place  across  the  different 
environments.  It  is  the  domain  where  physical  platforms  and  the  communication  networks 
that  connect  them  reside.”^ 

•  The  information  domain  is  “where  information  lives.  It  is  the  domain  where  information  is 
created,  manipulated,  and  shared.  It  is  the  domain  that  facilitates  the  communication  of 
information.”"^ 

•  The  cognitive  domain  is  in  the  mind  of  human  beings.  It  is  where  “perceptions,  awareness, 
understanding,  beliefs  and  values  reside  and  where,  as  a  result  of  sensemaking,  decisions  are 
made.”^ 
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As  pointed  out  by  the  CCRP  authors,  the  domains  of  conflict  can  depict  the  relationship  between 
physical  action,  information,  and  decisions.  For  the  purpose  of  understanding  how  to  use 
information  as  a  military  capability,  the  domains  also  represent  aptly  the  structure  of  the 
information  environment. 


A  Model  for  the  Information  Environment 

The  information  environment,  in  contrast  to  the  other  environments  in  which  military  forces 
operate  -  land,  sea,  air,  and  space  -  is  largely  non-physical  and  abstract.  It  is  a  man-made 
construct  based  on  the  idea  that  the  existence  and  proliferation  of  information  and  information 
systems  has  created  a  new  operating  dimension  or  environment.  However,  even  though  a  portion 
of  the  information  environment  is  composed  of  physical  information  systems,  the  primary 
component  of  the  information  environment  -  information  -  is  intangible. 

Any  model  of  the  information  environment  must  reconcile  the  environment’s  tangible  and 
intangible  parts.  The  model  must  also  rationalize  information’s  dual  nature;  namely  its  utility  as 
a  message  that  contains  meaningful  content,  and  its  existence  as  a  medium  by  which  data  and 
information  are  created,  manipulated,  and  exchanged.^  Combining  the  three  domains  of  conflict 
with  the  two  views  of  information  presents  a  useful  view  of  the  information  environment  (see 
Figure  1).^  Building  upon  the  work  of  CCRP,  the  domains  can  be  refined  to  describe  the 
information  environment  as  follows: 

•  The  physical  domain  is  the  tangible,  or  material,  portion  of  the  information  environment  that 
is  part  of  the  physical  environments  of  land,  sea,  air,  and  space.  It  is  where  information 
systems  and  networks  exist;  whether  technology  or  human-based  networks.  It  is  where 
individuals  and  organizations  employ  information  systems.  For  the  purposes  of  10,  the 
physical  domain  is  where  information  systems  are  attacked  and  defended. 

•  The  information  domain  is  an  abstract  space  created  by  the  intersection  of  the  physical  and 
cognitive  domains.^  This  is  the  domain  through  which  individuals  and  organizations 
communicate  and  is  where  the  functions  of  physical  information  systems  occur  (i.e., 
information  collection,  processing,  and  dissemination).  Most  importantly,  the  information 
domain  is  where  information  resides.  Governed  by  information  theory,  the  domain  has  two 
components:  information-as-message  and  information-as-medium.  This  results  in  a  duality 
of  information  content  and  flow.  Furthermore,  without  information  content  and  flow  the 
information  domain  cannot  exist. 

•  The  cognitive  domain  is  also  abstract.  However,  unlike  the  information  domain  which  is 
theoretical,  the  cognitive  domain  exists  in  the  minds  of  human  beings  and  collective 
consciousness  of  groups  and  organizations.  Yet,  this  domain  is  intangible,  consisting  of 
those  elements  of  human  thought  that  influence  decision-making  and  behavior.  In  this 
domain,  10  seeks  to  affect  the  interpretation  and  use  of  information  by  decision  makers,  other 
specific  audiences,  and  sometimes,  whole  population  groups. 
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Figure  1  -  The  Information  Environment 

A  Fourth  Domain  -  Cultural  or  Social? 


Culture  is  a  dynamie  that  affeets  the  attributes  of  all  three  domains.  In  the  physieal  domain, 
soeietal  hierarehy  ereates  the  soeial  struetures  and  human  networks  (i.e.,  organizations  and 
institutions)  that  impaet  the  use  of  information  systems.  In  the  information  domain,  language 
and  cultural  symbols  impact  the  content  and  flow  of  information.  In  the  cognitive  domain, 
mental  programming  (i.e.,  values  and  beliefs)  affects  how  information  is  used  and  provides 
structure  to  individual  and  collective  decision-making. 

In  their  works.  Understanding  Information  Age  Warfare  and  Power  to  the  Edge,  the  authors 
suggest  that  there  is  a  strong  cultural  dimension  or  aspect  when  applying  the  domains  of  conflict 
to  an  adversary.^  What  the  authors  loosely  describe  is  a  possible  fourth  domain  consisting  of 
cultural  or  social  factors  that  impact  the  creation,  processing,  dissemination,  and  use  of 
information.  However,  culture  remains  an  amorphous  and  elusive  concept.^*’  Clearly,  more 
work  is  needed  to  determine  its  place  in  the  domain  framework. 

Domain  Relationships 

Even  though  the  physical,  information,  and  cognitive  domains  are  often  portrayed  as  separate 
entities,  in  reality  they  are  closely  connected.  The  interrelationship  becomes  clearer  when  a 
decision-making  or  action-reaction  cycle  is  superimposed  on  the  domain  structure  (Eigure  2). 
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Activity  in  the  physical  domain  generates  data  whieh  is  collected  by  information  systems.  These 
information  systems  ereate  and  direct  the  flow  of  information  through  the  information  domain. 

In  turn,  the  information  is  used  by  humans  in  the  eognitive  domain  to  form  pereeptions  and  to 
ultimately  make  deeisions.  These  decisions  are  subsequently  communicated  through  the 
information  domain  via  information  systems  to  the  physieal  domain  and  then  converted  to  into 
human  activity.  As  a  result,  aetivity  in  one  domain  ean  produce  subsequent  effects  in  the  other 
domains.  Furthermore,  because  of  the  physical  domain’s  connection  to  the  rest  of  the  rest  of  the 
physical  world,  information  content  and  flow  can  manifest  themselves  in  very  real  ways.^^  Thus, 
despite  the  information  domain’s  intangible  nature,  its  effects  are  very  tangible. 

The  key  to  using  information  as  a  military  eapability  lies  in  the  information  domain.  This  is 
beeause  the  information  domain  is  the  means  by  which  physical  domain  activity  and  decision¬ 
making  interrelate.  As  sueh,  information  content  and  flow  are  essential  to  both  the  formation  of 
deeisions  and  the  execution  of  decisions  as  physical  activity  or  behavior.  As  pointed  out  by  the 

authors  of  Understanding  Information  Warfare,  the  information  domain  is  “ground  zero”  in  the 
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battle  for  the  use  of  information. 


Depiction  of  the  Domains 

The  domains  of  conflict  are  usually  depicted  as  a  two  dimensional  figure  consisting  of  three 
equal  blocks  stacked  one  on  top  of  another.  The  physical  domain  is  placed  on  the  bottom,  the 
information  domain  in  the  middle,  and  the  cognitive  domain  on  top,  implying  an  equality  and 
struetural  hierarchy  between  the  domains.  This  is  just  a  visual  representation  and  should  not 
imply  anything  other  than  the  information  domain’s  role  as  the  linkage  between  the  real  world 
and  the  human  mind.  The  information  domain  can  justifiably  be  depicted  as  a  line  where  the 
physical  and  cognitive  domains  meet,  or  perhaps  as  a  spaee  created  by  the  overlap  between  the 
two  domains. 
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In  reality,  the  relative  importanee  of  the  domains  to  military  operations  is  not  as  a  simple  as  a 
series  of  eo-equal  geometrie  shapes.  For  example,  the  domains’  relevanee  ean  vary  by  eehelon 
of  operation  (i.e.,  taetieal,  operational,  and  strategic).  At  the  tactical  level  of  operations,  the 
nature  of  the  information  environment  is  very  physical.  Information  content  is  dominated  by 
visual  observation  and  face-to-face  human  contact.  Information  flow  is  greatly  impacted  by 
terrain  and  physical  objects.  In  this  environment,  10  uses  short-range  information  means  and  the 
profile  and  posture  of  maneuver  forces  to  change  the  immediate  and  short-term  behavior  of 
discrete  target  audiences. 

At  the  operational  and  strategic  levels,  the  information  environment  becomes  more  conceptual  - 
an  exchange  of  broad  competing  ideas  and  ideologies.  At  these  echelons,  10  uses  mass 
communication  means  to  change  mid-  and  long-term  beliefs  and  attitudes  of  broad  target 
audiences. 

Furthermore,  the  importance  of  each  domain  to  military  forces  may  change  according  to  mission 
and  area  of  operation.  During  conventional  combat  operations,  the  destruction  of  enemy 
information  systems  and  networks  may  dominate  non-lethal  measures  to  influence  adversary  will 
and  decision-making.  At  the  opposite  end  of  the  operational  spectrum,  during  peace  operations, 
key  leader  and  populace  group  perceptions  and  attitudes  may  be  more  important  than  physical 
world  reality. 

Clearly,  the  two  dimensional  depiction  of  the  domains  has  its  limitations.  To  increase  its  utility, 
the  model  can  be  expanded  to  three  dimensions  and  scaled  to  a  map  for  commanders  and  staffs 
to  use  in  the  planning  and  execution  of  operations. 

Visualization  of  the  Information  Environment 

Unlike  land,  sea,  air,  and  space,  the  information  environment  has  minimal  physical  presence. 

Yet,  it  is  possible  to  visualize  information’s  effects  on  military  operations  by  portraying  the 
structure  of  the  information  environment  in  a  manner  similar  to  how  commanders  and  staff 
visualize  the  physical  environments  of  their  operational  area. 

With  the  domains  of  conflict  as  a  framework,  the  information  environment  can  be  analyzed  and 
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“mapped”  using  the  military’s  intelligence  preparation  of  the  battlespace  (IPB)  methodology. 
This  is  done  by  first  identifying  existing  and  projected  characteristics  of  the  operating 
environment  that  are  of  possible  significance  to  the  content  and  flow  of  information.  Typically, 
these  are  aspects  of  the  environment  associated  with  geography,  populace,  communications 
infrastructure,  media,  societal  organizations,  and  third  party  entities. 

Once  the  significant  characteristics  are  identified,  each  is  then  individually  evaluated  using  the 
three-domain  model  as  a  guide.  The  result  is  a  determination  of  what  each  characteristic’s 
affects  are  on  the  employment  of  information  systems  and  networks  (the  physical  domain),  the 
use  of  information  for  decision-making  (cognitive  domain),  and  information  content  and  flow 
(the  information  domain).  The  individual  impacts  are  then  combined  to  develop  an  aggregate 
description  of  the  information  environment  and  plotted  on  a  map  of  the  geographic  area  to  depict 
where  and  how  information  content  and  flow  will  affect  military  operations.'"^  (See  Figure  3) 
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Figure  3  -  Visualizing  the  Information  Environment 


Depending  on  the  operational  area,  level  of  war,  and  mission,  the  significant  characteristics  of 
the  information  environment  will  differ.  This  is  because  the  information  environment  is  not 
uniform.  Like  terrain,  the  characteristics  and  impacts  of  the  information  environment  vary 
within  and  between  geographic  regions.  Furthermore,  as  previously  discussed,  the  relative 
importance  of  each  domain  changes  by  echelon  of  operation;  becoming  less  tangible  and  more 
conceptual  as  the  level  of  operations  move  from  the  tactical  to  the  strategic.  Finally,  the  assigned 
mission  (i.e.,  combat,  peacekeeping,  humanitarian  assistance,  etc.)  determines  a  military  force’s 
relationship  to  the  operating  environment  and  establishes  the  relative  importance  of  the 
environment’s  features  to  the  conduct  of  operations. 


Analysis  of  the  information  environment  will,  in  all  probability,  identify  distinct  sub-information 
environments;  areas  in  which  the  information  environment’s  characteristics  and  effects  are 
notably  different  from  those  in  adjacent  areas.  These  sub-information  environments,  with  their 
unique  composition  and  character  affect  friendly  and  adversary  military  operations  in  different 
ways  -  perhaps  favoring  one  side  over  another. 


The  Information  Domain 


The  information  domain  is  the  least  tangible  part  of  the  information  environment.  Existing  at  the 
intersection  of  the  physical  and  cognitive  domains,  it  is  an  abstract,  non-physical  space.  Yet, 
despite  its  lack  of  physical  presence,  the  domain,  as  described  by  CCRP,  can  be  characterized  as 
having  three  primary  attributes  -  information  quality,  reach,  and  interaction.^^ 

Information  quality,  reach,  and  interaction  are  the  elements  that  connect  the  information  domain 
to  the  physical  and  cognitive  domains.  However,  more  importantly,  the  three  attributes  form  the 
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basis  of  information’s  utility  to  civilian  and  military  organizations.  From  this  perspective,  the 
attributes  can  be  loosely  described  as  follows: 

•  Information  Quality.  The  value,  or  worth,  of  information  to  an  organization  in  terms  of 
aeeuraey,  relevaney,  and  timeliness.'^  Organizations  require  information  that  is  useful  to 
their  mission  and  eurrent  situation. 

•  Information  Reaeh.  The  degree  to  whieh  an  organization  exchanges  information  both 
internally  and  with  the  rest  of  the  information  environment.  To  collaborate  or  synehronize 
aetivity,  an  organization  must  share  and  distribute  information. 

•  Information  Interaction.  The  quality  of  information  exehange  (e.g.,  faee-to-face  diseussion, 
radio,  print,  telephone,  eomputer  network,  etc.)  available  to  an  organization  for  the 
colleetion,  proeessing,  and  distribution  of  information.  The  employment  of  information 
teehnology  and  proeess  affeets  an  organization’s  ability  to  use  information  and  interfaee  with 
the  information  domain. 

Information  Needs,  Position,  and  Situation 

All  organizations  need  a  eonstant  flow  of  relevant,  aceurate  information  to  operate 
sueeessfully.'^  An  organization’s  information  needs  are  defined  as  “the  measurable  set  of 
information  required  to  plan  and/or  exeeute  a  mission  or  task.”'^  The  information  an 
organization  possesses  at  any  point  in  time  is  its  information  position.  Needs  and  position  can 
both  be  expressed  in  terms  of  information  quality,  reaeh,  and  interaction,  and  depicted  as  a  three- 
dimensional  volume  (see  Figure  4). 


Figure  4  -  Information  Needs,  Position,  and  Situation 
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Because  an  organization  is  unlikely  to  possess  all  the  information  it  requires  to  operate,  there  will 
always  be  a  disparity  between  its  information  needs  and  position.  This  gap  is  its  information 
situation.  Information  situation  constantly  fluctuates  because  needs  and  position  change  with 
each  mission  and  over  time.  Generally,  organizations  will  be  in  a  deficit  information  situation, 
especially  military  forces  engaged  in  combat  operations.  The  challenge  for  an  organization  is  to 
reduce  the  disparity  between  information  needs  and  position  as  much  as  possible. 

Although  information  needs,  position,  and  situation  may  aptly  describe  information’s  utility  to 
organizations,  it  does  not  explain  what  an  organization  does  to  maintain  or  improve  its 
information  situation.  To  change  focus  from  the  possession  of  information  to  how  organizations 
operate  in  the  information  domain,  it  is  necessary  to  consider  the  planes  formed  by  the  three  axes 
(i.e.,  information  quality,  reach,  and  interaction).  To  this  end,  the  three  planes  can  represent 
information  system  functions:  information  collection  =  quality  and  reach;  information 
processing  =  quality  and  interaction;  and  information  dissemination  =  reach  and  interaction. 
Together,  these  functions  can  represent  how  an  organization  maintains  or  improves  its 
information  situation. 


Information  Advantage 

Information  and  the  information  environment  are  not  benign.  The  possession  and  use  of 
information  can  provide  a  marked  advantage  to  an  organization  relative  to  its  opponents. 
Therefore,  organizations  not  only  collect,  process,  and  disseminate  information  to  meet  their  own 
information  needs,  but  also,  when  in  a  competitive  situation,  to  gain  and  maintain  an  advantage 
over  an  opponent. 

CCRP  defines  information  advantage  as  the  ability  to  use  information  better  than  one’s 
opponent.  A  non-doctrinal  term,  information  advantage  means  being  in  a  superior  information 
situation  relative  to  another,  perhaps  opposing,  organization.  Information  advantage  is 
determined  by  comparing  the  disparity  between  each  side’s  information  situations.  As  pointed 
out  by  CCRP,  “information  situation  can  be  described  in  terms  of  the  volumetric  difference 
between  needs  and  position.”'^  For  a  simple  illustration,  see  Figure  5. 

Information  advantage  is  relative.  Even  though  two  organizations  may  occupy  the  same 
operating  environment,  they  are  unlikely  to  have  the  same  information  needs,  position,  and 
situation,  or  the  even  the  same  capabilities  to  use  the  information  domain.  Therefore, 
information  advantage  is  measured  in  terms  of  one’s  own  information  situation  relative  to  that  of 
the  opponent.  Furthermore,  because  characteristics  of  the  operating  environment  impact 
different  organizations  in  different  ways,  relativity  extends  to  how  the  information  environment 
affects  opposing  organizations. 

An  information  advantage  can  be  created  by  the  ability  to  use  information  better  than  one’s 
adversary,  the  reduction  of  the  adversary’s  information  position,  and  the  leveraging  of  the 
information  environment  for  one’s  own  purposes.  Which  ever  methods  are  used  to  produce  an 
information  advantage,  both  the  content  and  flow  of  information  must  be  addressed  if  an 
exploitable  information  advantage  is  to  be  realized. 
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Figure  5  -  Information  Advantage 


Information  Superiority 

Information  superiority  is  the  least  understood  term  associated  with  10.  Definitions  and 
differing  perspectives  abound.  A  useful  definition  in  use  by  the  U.S.  Army  is  “the  operational 
advantage  gained  by  the  ability  to  collect,  process,  and  disseminate  an  uninterrupted  flow  of 
information  while  denying  an  adversary’s  ability  to  do  the  same.”  Therefore,  information 
superiority  results  from  an  information  advantage. 

Conceptually,  this  relationship  between  information  advantage  and  superiority  fits  well  with  the 
three  domains  of  conflict.  Affecting  information  content,  flow,  and  use  leads  to  the  ability  of 
one  force  to  use  the  information  domain  better  than  its  opponent  -  an  information  advantage.  As 
a  consequence  of  this  advantage,  that  force  can  then  gain  an  exploitable  result  -  information 
superiority. 

The  operational  advantage  resulting  from  information  superiority  can  manifest  itself  in  two 
general  ways  -  in  the  physical  domain  as  a  force  or  position  advantage,  or  in  the  cognitive 
domain  as  decision-making  advantage  (see  Figure  6).^^  However,  an  advantage  in  the 
information  environment  does  not  automatically  equate  to  information  superiority.  An 
operational  advantage  will  only  result  from  information  advantage  if  it  is  achieved  for  a  specific 
purpose. 

Both  information  advantage  and  superiority  are  localized  and  transitory  conditions.  This  is 
because  the  respective  information  situations  of  opposing  forces,  as  well  as  information  content 
and  flow  in,  and  through,  a  specific  geographic  area  are  not  static.  Therefore,  to  have  value  to  a 
military  force,  information  advantage  and  superiority  are  sought  at  certain  places  and  times  in  the 
operational  area.^^ 
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Figure  6  -  Relationship  between  Information  Advantage  and  Superiority 

Conclusion  -  What  are  Information  Operations? 

As  mentioned  in  the  introduction,  10  can  be  described  as  activities  to  impact  the  content,  flow, 
and  use  of  information  within  a  specific  geographic  area  in  order  to  gain  an  operational 
advantage  over  an  adversary.  The  purpose  of  any  information  operation  is  information 
superiority  -  an  operational  advantage  resulting  from  the  use  of  information  that  supports 
mission  achievement.  While  10  operates  in  all  three  domains  of  the  information  environment,  to 
be  effective  it  must  focus  on  the  information  domain  where  an  information  advantage  is 
achieved.  Thus,  the  broad  objective  of  10  is  information  advantage. 

The  creation  of  an  information  advantage  is  linked  to  specific  activities  in  the  physical  world.  10 
is  conducted  by  affecting  and  protecting  the  means  of  information  content  and  flow  in  the 
physical  domain  (i.e.,  information  systems  and  networks).  These  actions  are  directed  at 
impacting  information  content  and  flow,  and  affecting  the  adversary’s  functions  in  the 
information  domain  (i.e.,  information  collection,  processing,  and  dissemination).  This 
manipulation  of  the  information  domain  and  attacking  of  adversary  information  capabilities 
creates  an  information  advantage,  that  when  synchronized  to  other  military  operations  provides 
information  superiority  at  a  specific  place  and  time  in  either  the  cognitive  (i.e.,  a  decision¬ 
making  advantage)  and  physical  domains  (i.e.,  a  force  advantage). 

To  produce  an  information  advantage,  10  must  impact  both  the  content  and  flow  of  information 
critical  to  the  adversary  forces  and  any  other  entities  in  the  operational  area.  Activities  that 
address  information  content  while  ignoring  how  that  content  flows  will  fail  to  attain  an 
information  advantage.  Likewise,  impacting  the  way  information  flows  without  regard  to  its 
content  will  not  yield  an  exploitable  information  advantage. 
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While  10  is  not  the  sole  eontributor  to  information  advantage  and  superiority,  it  is  the  means  by 
whieh  a  military  foree  aetively  uses  information  to  reduee  an  adversary’s  information  position 
and  ereates  effeets  that  leverage  the  eharaeteristies  of  the  information  environment  to  the  forees’ 
own  advantage.  In  a  military  eontext,  this  duality  of  operations  is  analogous  to  “fires  and 
maneuver,”  where  fires  equates  to  a  direet  engagement  of  an  opponent’s  information  position  in 
order  to  reduee  its  ability  to  meet  its  information  needs,  and  maneuver  eonsists  of  aetivities  to 
affeet  information  eontent  and  flow  with  the  information  domain  for  the  purpose  of  aehieving  a 
positional  advantage  in  the  information  environment. 

It  must  be  reeognized  that  the  three  domain  model  is  not  exelusive  to  the  information 
environment.  All  military  operations,  not  just  information  operations,  oeeur  within  the 
framework  of  these  domains.  Every  military  aetion  has  the  potential  to  eonvert  information  into 
a  military  eapability,  and  any  asset  or  eapability  that  ean  affeet  eontent  and  flow  of  information 
is  a  possible  eontributor,  or  even  detraetor,  to  an  information  operation.  For  this  reason,  10 
should  not  be  viewed  as  a  stand-alone  operation  or  finite,  diserete  set  of  assets  and  eapabilities. 
Therefore,  at  a  minimum,  10  should  represent  all  methods  and  means  that  ean  impaet  the 
information  environment.  At  its  maximum,  it  is  an  approaeh  to  eondueting  military  operations. 


*  Joint  Publication  1-02,  DOD  Dictionary  of  Military  and  Associated  Terms,  30  November  2004,  available  on-line  at 
the  Joint  Electronic  Library:  www.dtic.mil/doctrine. 

^  The  two  CCRP  works  are  Understanding  Information  Age  Warfare  by  David  S.  Alberts.,  John  J.  Garstka,  Richard 
E.  Hayes,  and  David  A.  Signori  (DoD  Command  and  Control  Research  Program,  Washington  D.C.,  2001)  and 
Effects  Based  Operations:  Applying  Network  Centric  Warfare  in  Peace,  Conflict,  and  War  by  Edward  R.  Smith 
(Washington,  D.C.:  DoD  Command  and  Control  Research  Program,  2002).  For  an  earlier,  but  comparable, 
discussion  of  the  need  for  a  model  for  lO,  see  Toward  a  Functional  Model  of  Information  Warfare  by  L.  Scott 
Johnson  {Studies  in  Intelligence,  Volume  1,  Number  1,  1997). 

^  Understanding  Information  Age  Warfare,  page  12. 

^Ibid. 

"Ibid. 

^  The  nature  of  information  is  often  explained  by  three  views  of  information  -  information  as  message,  medium,  and 
matter.  As  a  concept,  information-as-message  regards  information  as  a  message  or  signal  that  contains  meaningful 
content.  Information-as-medium  views  information  as  a  system,  or  perhaps  means,  by  which  data  and  information 
are  created,  manipulated,  and  exchanged.  The  third  view  -  information  as  physical  matter  -  is  an  emerging  concept 
that  is  not  as  yet  widely  accepted.  For  a  discussion  of  the  three  views  of  information  see  In  Athena ’s  Camp: 
Preparing  for  Conflict  in  the  Information  Age  by  John  Arquilla  and  David  Ronfeldt  (Santa  Monica,  California: 
RAND,  1997),  pages  144-149. 

’  The  discussion  of  the  three  domains  and  the  figure  of  information  environment  are  adapted  from  previous  work  in 
the  articles  “Visualizing  the  Information  Environmenf  ’  by  Marc  J.  Romanych  {Military  Intelligence  Professional 
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Bulletin,  Volume  29,  Number  3,  pages  5-8)  and  “A  Theory-Based  View  of  Information  Operations”  by  Mare  J. 
Romanyeh  {lO  Sphere,  Spring  2005),  pages  12-16. 

*  For  further  diseussion  of  the  information  domain’s  existenee  at  the  interseetion  between  the  physieal  and  eognitive 
domains  see  Bryan  N.  Sparling’s  Information  Theory  as  a  Foundation  for  Military  Operations  (Fort  Leavenworth, 
Kansas:  Seholl  of  Advaneed  Military  Studies,  US  Army  Command  and  Staff  College,  2002),  pages  12-19. 

^  Alberts  et  al  states  that  “all  eontents  of  the  eognitive  domain  pass  through  a  fdter  or  lens  we  have  labeled  human 
pereeption.  This  fdter  eonsists  of  the  individual’s  world  view,  the  body  of  personal  knowledge  the  person  brings  to 
the  situation,  their  experienee,  training,  values,  and  individual  eapabilities”  {Understanding  Information  Age 
Warfare,  page  13).  In  Power  to  the  Edge,  (DoD  Command  and  Control  Researeh  Program,  Washington  D.C., 
2003),  authors  David  Alberts  and  Riehard  Flayes  briefly  introduee  a  soeial  domain  into  the  model,  but  only  briefly 
diseuss  the  domain  in  the  eontext  of  eommand  and  eontrol  and  interoperability  of  allied  forees. 

***  Possible  broad  elements  of  eulture  that  are  relevant  to  military  operations  are  language,  religion,  ethnieity,  and 
nationality. 

*’  This  diseussion  is  adapted  from  “A  Theory-Based  View  of  Information  Operations”  by  Mare  J.  Romanyeh. 
Understanding  Information  Age  Warfare,  page  12. 

This  diseussion  is  based  on  “Visualizing  the  Information  Environmenf’  by  Mare  J.  Romanyeh  {Military 
Intelligence  Professional  Bulletin,  Volume  29,  Number  3)  and  “Mapping  the  Information  Environmenf’  by  Robert 
Cordray  III  and  Mare  Romanyeh  (an  artiele  under  eonsideration  for  publieation  with  lO  Sphere). 

This  produet  is  analogous  to  the  graphie  produets,  sueh  as  a  Modified  Combined  Obstaele  Overlay  (MCOO), 
produeed  by  the  intelligenee  staff  to  help  the  eommander  visualize  the  militarily  signifieant  aspeets  of  the  physieal 
environment. 

The  diseussion  of  information  quality,  reaeh,  and  interaetion  is  a  summation  of  the  work  deseribed  in 
Understanding  Information  Age  Warfare.  Aeeording  to  the  authors,  the  information  domain  ean  be  expressed  in 
terms  of  riehness,  reaeh,  and  quality  of  interaetion.  For  the  purpose  of  applying  the  eoneepts  to  military  operations, 
these  terms  were  modified. 

This  is  another  simplifieation  of  the  work  presented  in  Understanding  Information  Age  Warfare,  whieh  deseribes 
eight  attributes  for  information  quality:  eompleteness,  eorreetness,  eurreney,  aeeuraey,  eonsisteney,  relevanee, 
timeliness,  and  information  assuranee. 

The  diseussion  of  these  eoneepts  is  another  distillation  of  the  work  of  Albert  et  al  in  Understanding  Information 
Age  Warfare. 

**  Understanding  Information  Age  Warfare,  p.  103. 

Ibid,  p.  107. 

Numerous  definitions  of  information  superiority  are  in  use  and  the  terms  “information  advantage,”  “information 
superiority,”  and  “infonnation  dominanee”  are  frequently  interehanged. 

FM  1-02,  Operational  Terms  and  Graphics,  (Fleadquarters,  Department  of  the  Army,  Washington,  D.C.,  21 
September  2004).  The  Army  definition  was  seleeted  over  the  DoD  definition  -  “That  degree  of  dominanee  in  the 
information  domain  whieh  permits  the  eonduet  of  operations  without  effeetive  opposition.”  -  beeause  of  its 
inelusion  of  a  vague  definition  for  an  information  advantage. 

An  operational  advantage  only  has  utility  if  it  oeeurs  where  military  forees  exist  -  in  the  physieal  domain  of 
eombat  operations  or  in  the  eognitive  domain  of  military  deeision-making. 

Beeause  information  superiority  is  not  sought  everywhere  or  all  the  time,  the  different  eharaeteristies  of  the 
operational  area’s  sub-information  environments  must  be  reeognized  and  eonsidered  in  order  to  aeeurately  foeus  the 
information  operation. 
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Situation  in  the  Field 


strategic 


Operational 


Tactical 


Variables 

•  Environment 

•  Threat 

•  Capabilities 

•  Vulnerabilities 

•  Tactics 

Peace 


Conflict 


War 


What  is  common  across  the  spectrum? 


Three  Key  Definitions 


Information  Environment  (Where) 

The  aggregate  of  individuals,  organizations,  or  systems  that  collect, 
process,  or  disseminate  information;  also  included  is  the  information 
itself. 

Information  Superiority  (Why) 

Information  superiority  is  the  operational  advantage  derived  from  the 
ability  to  collect,  process,  and  disseminate  an  uninterrupted  flow  of 
information  while  exploiting  or  denying  an  adversary’s  ability  to  do  the 
same. 

Information  Operations  (Who,  What,  and  How) 

Actions  taken  to  affect  adversary,  and  influence  others’,  decision 
making  processes,  information  and  information  systems  while 
defending  one’s  own  information  and  information  systems. 


These  definitions  are  basis  for  iO;  however,  definitions 

and  perspectives  abound 


The  Domains  of  Conflict 


Three  domains  of  conflict: 


Abstract  and  intangible 

The  mind  of  human  beings  &  collective  consciousness 
Where  decisions  are  made 

Abstract,  intangible,  and  no  physical  presence 
Intersection  or  overlap  of  physical  &  cognitive  domains 
Where  information  is  created  and  exists 

The  physical  world  -  reality 
Land,  sea,  air,  &  space 

Where  maneuver  and  combat  operations  take  place 


A  fourth  domain  -  cultural  or  social? 


The  domains  are  not  exclusive  to  iO 


Information  Environment  Model 


Domains  of  Conflict  Description 


Cognitive 

Domain 

(The  Human  Mind) 


Information 

Domain 

(Intersection  of  Physical 
&  Cognitive  Domains) 


Human  Consciousness 

•  Individual 

•  Collective 


Abstract  Space  based  on 
the  Two  Views  of  Info: 

•  Info-as-Message 

•  Info-as-Medium 


Physical 

Domain 


Physical  Environments 

•  Land 

•  Air 

•  Sea 

•  Space 


Key  Attributes 


•  Perceptions 

•  Beliefs 

•  Values 


•  Information  Content 

•  Information  Flow 


•  Information  Networks 

•  Information  Systems 


(The  Real  World) 


Domain  Relationships 


Disseminate 


Information 

Domain 


Action-Reaction 

Cycle 


Disseminate 


Coiiect 


Situation 

Awareness 


Decision-making 


Action 


Action 


Depiction  of  the  Domains 


The  three  domains  are  not: 

•  Two  dimensional 

•  Co-equal  geometric  shapes 


Could  be  visualized  as: 


Visualizing  the  Information  Environment 


Significant 

Characteristics 

•  Geography  ^ 

•  Populace 

•  Communication 
Infrastructure 

•  Media 

•  Societal 
Organizations 

•  Third  Party 

Entities  y 


Domain 

Framework 


Cognitive 

Domain 


Information 

Domain 


Physical 

Domain 


impact  on  Miiitary 

Operations 


Significant  Characteristic  ^ 


Significant  Characteristic  ^ 


Visuaiization 


Significant  Characteristic  C^ 


Significant  Characteristic  ^ 


Significant  Characteristic  ^ 


Significant  Characteristic  ^ 


^^ggregate  Description  of  the 
information  Environment^^ 

< 

Map  of  Geographic  Area 

What  each 
significant 
characteristic’s 
affect  is  on: 
decision¬ 
making,  info 
content  &  flow, 
and  info 
systems  & 
networks. 


Where  &  how 
info  content  & 
flow  will  affect 
military 
operations 


Info  Needs,  Position,  &  Situation 


Info  Quality 


Info  Interaction 


Templating  the  Threat 


Info  Quality 


Info  Interaction 

T"!  1  Info  Needs 


Info  Position 


Information  Advantage 


Organization  A 


Lesser  Disparity 


Organization  B 


Greater  Disparity 


Organization  A  has  an  info  advantage  over  B 


Information  Advantage  &  Superiority 


Cognitive 

Domain 


Information  info 


Physical 

Domain 


Information 

Domain 


uperiority^^  ^  '  . 


©omain 


More  timeiy 
and  accurate 
decisions 


Execute  actions 
unchaiienged 


Future  Work 


Templating  Info  Needs: 
COG  Analysis 

Objectives  in  the  Info 
Domain 

Effects  in  Physical  & 
Cognitive  Domains 

Assessment 


Plenty  of  work  remains  to  be  done 


Conclusions 


•  Current  definitions  for  info  environment 
and  10  are  deficient 

•  The  practitioner’s  view: 

•  IE:  The  abstract  space  in  which  information 
exists  and  fiows 

•  iO:  Synchronized  activities  that  impact  the 
content,  fiow,  and  use  of  information  in  a 
particuiar  geographic  area 


